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NEW QUESTION: 1Which of the following security models introduced the idea of mutual
exclusivity which generates dynamically changing permissions?A. Graham-DenningB. BibaC.
Clark-WilsonD. Brewer & NashAnswer: DExplanation:The Brewer and Nash model was
constructed to provide information security access controls that can change dynamically. This
security model, also known as the Chinese wall model, was designed to provide controls that
mitigate conflict of interest in commercial organizations, and is built upon an information flow
model.In the Brewer and Nash Model no information can flow between the subjects and objects
in a way that would create a conflict of interest.The following answers are incorrect:
Graham-Denning https://en.wikipedia.org/wiki/Graham-Denning_modelBiba
https://en.wikipedia.org/wiki/Biba_model Clark-Wilson
https://en.wikipedia.org/wiki/Clark-Wilson_model The following reference(s) were/was used to
create this question: ISC2 Review V 8.00 . Mutual exclusivity is another way of saying prevent
conflicts of interest and https://en.wikipedia.org/wiki/Brewer_and_Nash_model

NEW QUESTION: 2The information security technician wants to ensure security controls are
deployed and functioning as intended to be able to maintain an appropriate security posture.
Which of the following security techniques is MOST appropriate to do this?A. Continuous
security monitoringB. System hardeningC. Log auditsD. Use IPS/IDSAnswer: AExplanation:A
security baseline is the security setting of a system that is known to be secure. This is the initial
security setting of a system. Once the baseline has been applied, it must be maintained or
improved. Maintaining the security baseline requires continuous monitoring.Incorrect Answers:
A. Auditing logs is good practice. However, it is only one aspect of maintaining security posture.
This question asks for the MOST appropriate answer. Continuous security monitoring covers all
aspects of maintaining security posture so it is a more appropriate answer.B. Hardening is the
process of securing a system by reducing its surface of vulnerability. Reducing the surface of
vulnerability typically includes removing or disabling unnecessary functions and features,
removing or disabling unnecessary user accounts, disabling unnecessary protocols and ports,
and disabling unnecessary services.C. An IPS/IDS (intrusion prevention system/intrusion
detection system) is used to detect and prevent malicious activity on a network or a host.
However, there is more to maintaining security posture that this one aspect and should be a
part of continuous security monitoring.References:Stewart, James Michael, Stewart, James
Michael, CompTIA Security+ Review Guide, Sybex, Indianapolis, 2014, Sybex,Indianapolis, 2014,
pp. 12, 61, 130Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, 6th
Edition, Sybex, Indianapolis, 2014, pp. 208,215-217,222

NEW QUESTION: 3Which statement is true regarding roles?A. You must use roles to control
access to application features.B. You must use roles to control access to data sources and
reporting content.C. Only users can be members of groups or roles.D. Only groups can be
members of roles.Answer: A

NEW QUESTION: 4A. Application DevelopersB. Implementation Project Managers and
ConsultantsC. System AdministratorsD. End Users that perform transaction processingE.
C-Level ExecutivesAnswer: B,C,DExplanation:Explanation
http://docs.oracle.com/cd/E29505_01/fusionapps.1111/e20365/F530303AN100AE.htm
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