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NEW QUESTION: 1A small retail company recently deployed a new point of sale (POS) system
to all 67 stores. The core of the POS is an extranet site, accessible only from retail stores and the
corporate office over a split-tunnel VPN. An additional split-tunnel VPN provides bi-directional
connectivity back to the main office, which provides voice connectivity for store VolP phones.
Each store offers guest wireless functionality, as well as employee wireless. Only the staff
wireless network has access to the POS VPN. Recently, stores are reporting poor response times
when accessing the POS application from store computers as well as degraded voice quality
when making phone calls.Upon investigation, it is determined that three store PCs are hosting
malware, which is generating excessive network traffic. After malware removal, the information
security department is asked to review the configuration and suggest changes to prevent this
from happening again. Which of the following denotes the BEST way to mitigate future
malware risk?A. Deploy new perimeter firewalls at all stores with UTM functionality.B. Deploy a
proxy server with content filtering at the corporate office and route all traffic through it.C. Move
to a VDI solution that runs offsite from the same data center that hosts the new POS solution.D.
Change antivirus vendors at the store and the corporate office.Answer: AExplanation:A
perimeter firewall is located between the local network and the Internet where it can screen
network traffic flowing in and out of the organization. A firewall with unified threat
management (UTM) functionalities includes anti-malware capabilities.

NEW QUESTION: 2Tom has been tasked to install Check Point R80 in a distributed deployment.
Before Tom installs the systems this way, how many machines will he need if he does NOT
include a SmartConsole machine in his calculations?A. One machine, but it needs to be
installed using SecurePlatform for compatibility purposesB. Two machinesC. One machineD.
Three machinesAnswer: B

NEW QUESTION: 3Which of the following is NOT a characteristic or shortcoming of packet
filtering gateways?A. The source and destination addresses, protocols, and ports contained in
the IP packet header are the only information that is available to the router in making a
decision whether or not to permit traffic access to an internal network.B. They don't protect
against IP or DNS address spoofing.C. They do not support strong user authentication.D. They
are appropriate for medium-risk environment.Answer: DExplanation:Explanation/Reference:


http://www.photoexperienceacademy.com/ticket/post-New--Test-Topics-161627/HPE3-U01-exam/

Explanation:Packet filtering was the first generation of firewalls and it is the most rudimentary
type of all of the firewall technologies. Packet filtering gateways/firewalls would be insufficient
for a medium-risk environment.Incorrect Answers:A: Packet filtering gateways can make access
decisions based upon the following basic criteria:Source and destination IP addressesSource
and destination port numbersProtocol typesinbound and outbound traffic directionB: Packet
filters are useful in IP address spoofing attack prevention because they are capable of filtering
out and blocking packets with conflicting source address information (packets from outside the
network that show source addresses from inside the network and vice-versa). On the other
hand packet filtering gateways would not be able to protect against DNS spoofing. A stateful
firewall is needed to protect against DNS spoofing C: Packet filter gateways cannot ensure
strong user authentication.References:Harris, Shon, All In One CISSP Exam Guide, 6th Edition,
McGraw-Hill, New York, 2013, p. 630
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