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NEW QUESTION: 1Victor works as a professional Ethical Hacker for SecureEnet Inc. He wants
to scan the wireless network of the company. He uses a tool that is a free open-source utility for
network exploration. The tool uses raw IP packets to determine the following: What ports are
open on our network systems. What hosts are available on the network. Identify unauthorized
wireless access points. What services (application name and version) those hosts are offering.
What operating systems (and OS versions) they are running. What type of packet
filters/firewalls are in use. Which of the following tools is Victor using?A. NessusB. KismetC.
NmapD. SnifferAnswer: CExplanation:Nmap is a free open-source utility for network
exploration and security auditing. It is used to discover computers and services on a computer
network, thus creating a "map" of the network. Just like many simple port scanners, Nmap is
capable of discovering passive services. In addition, Nmap may be able to determine various
details about the remote computers. These include operating system, device type, uptime,
software product used to run a service, exact version number of that product, presence of some
firewall techniques and, on a local area network, even vendor of the remote network card.
Nmap runs on Linux, Microsoft Windows etc.Answer D is incorrect. Kismet is a Linux-based
802.11 wireless network sniffer and intrusion detection system. It can work with any wireless
card that supports raw monitoring (rffmon) mode. Kismet can sniff 802.11b, 802.11a, 802.11g,
and 802.11n traffic. Kismet can be used for the following tasks: To identify networks by
passively collecting packets To detect standard named networks To detect masked networks
To collect the presence of non-beaconing networks via data traffic Answer A is incorrect.
Nessus is proprietary comprehensive vulnerability scanning software. It is free of charge for
personal use in a non-enterprise environment. Its goal is to detect potential vulnerabilities on
the tested systems. It is capable of checking various types of vulnerabilities, some of which are
as follows: Vulnerabilities that allow a remote cracker to control or access sensitive data on a
system. Misconfiguration (e.g. open mail relay, missing patches, etc). Default passwords, a few
common passwords, and blank/absent passwords on some system accounts. Nessus can also
call Hydra (an external tool) to launch a dictionary attack. Denials of service against the TCP/IP
stack by using mangled packets. Answer B is incorrect. A sniffer is a software tool that is used to
capture any network traffic. Since a sniffer changes the NIC of the LAN card into promiscuous
mode, the NIC begins to record incoming and outgoing data traffic across the network. A sniffer
attack is a passive attack because the attacker does not directly connect with the target host.



This attack is most often used to grab logins and passwords from network traffic. Tools such as
Ethereal, Snort, Windump, EtherPeek, Dsniff are some good examples of sniffers. These tools
provide many facilities to users such as graphical user interface, traffic statistics graph,
multiple sessions tracking, etc.

NEW QUESTION: 2CORRECT TEXT:The ____ field indicates whether IP forwarding is
enabled globally when the show ipconfig command is entered.Answer: Explanation:IProuting

NEW QUESTION: 3Which two statements are true about Complex Event Processing (CEP)?A. It
is a technique used for querying data prior to it being stored within a database or without it
ever being stored.B. It is a technique for rapidly storing large amounts of unstructured data.C.
It is a method to achieve the best outcome in a model where data is already stored in a
relational database.D. It executes extremely complex queries against a database using a new
query language.E. It is a highly efficient method of analyzing and processing streams of data.
Answer: A,B

NEW QUESTION: 4Subscription10|2t= Azure #+50| JQELICE Subscription10= VM12t VM22H=
= 709l Azure 7t HAEE{7F ZEE|O] Q&LICH VM1 % VM2+= Windows Server 201682 ASHstL|CT,
VM12 Azure Backup OO|MEE AtESHX| 211 Azure BackupO|A] DHY BHABILICLVMIS HIO|HE

A o5H= Moo oS HELICEE M VM1 HH S S8 O0F SLICEO = X[ = A S S/
AELIT? SHSH HH oM A M S MENSHYA|Q &1 : Z2fo| SHIE MEi2 1 ZQIEQ)

7EX17t A& LICEAnswer: Explanation:ExplanationNote: The new VM must be in the same region.
References:https://docs.microsoft.com/en-us/azure/backup/backup-azure-arm-restore-vms
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