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NEW QUESTION: 1When considering an IT System Development Life-cycle, security should be:
A. Mostly considered during the development phase.B. Added once the design is completed.C.
Mostly considered during the initiation phase.D. Treated as an integral part of the overall
system design.Answer: DExplanation:Security must be considered in information system
design. Experience has shown it is very difficult to implement security measures properly and
successfully after a system has been developed, so it should be integrated fully into the system
life-cycle process. This includes establishing security policies, understanding the resulting
security requirements, participating in the evaluation of security products, and finally in the
engineering, design, implementation, and disposal of the system.Source: STONEBURNER, Gary
& al, National Institute of Standards and Technology(NIST), NIST Special Publication 800-27,
Engineering Principles for InformationTechnology Security (A Baseline for Achieving Security),
June 2001 (page 7).

NEW QUESTION: 2What is the most significant feature of a hybrid cloud?Response:A. Mix of
on-premise and cloud solutionsB. Resources shared by multiple customers and accessed via
the InternetC. Availability on the premises of the third-party cloud providerD. Mix of private
cloud and public cloudAnswer: D

NEW QUESTION: 3How is the Forward Untrust Certificate used?A. It is used for Captive Portal
to identify unknown users.B. It is presented to clients when the server they are connecting to is
signed by a certificate authority that is not trusted by the firewall.C. It issues certificates
encountered on the Untrust security zone when clients attempt to connect to a site that has to
be decrypted.D. It is used when web servers request a client certificate.Answer: BExplanation:
Explanation/Reference:Configure the forward untrust certificate.With SSL Forward Proxy
decryption, when the site the client is connecting to uses a certificate signed by a CA that is not
in the firewall's trusted CA list, the firewall presents a forward untrust certificate to the client.
The forward untrust certificate ensures that clients are prompted with a certificate warning
when attempting to access sites with untrusted certificates.References:
https://www.paloaltonetworks.com/documentation/61/pan-os/pan-os/decryption/configure-s
sl- forward-proxy
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