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NEW QUESTION: 1
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Answer: Explanation:

NEW QUESTION: 2Which of the following ports must be opened on the firewall for the VPN
connection using Point-to-Point Tunneling Protocol (PPTP)?A. TCP port 110B. TCP port 443C.
TCP port 5060D. TCP port 1723Answer: D

NEW QUESTION: 3Which three statements are true about MACsec? (Choose three.)A. MACsec
expects a strict order of frames to prevent anti-replay.B. It uses EAP PACs to distribute
encryption keys.C. MKA is used for session and encryption key management.D. It provides
hop-by-hop encryption at Layer 2.E. It supports GCM modes of AES and 3DES.F. It is defined
under IEEE 802.1AE.Answer: C,D,FExplanation:MACsec is the IEEE 802.1AE standard for
authenticating and encrypting packets between two MACsec-capable devices. The Catalyst
4500 series switch supports 802.1AE encryption with MACsec Key Agreement (MKA) on downlink
ports for encryption between the switch and host devices. The switch also supports MACsec
link layer switch-to-switch security by using Cisco TrustSec Network Device Admission Control
(NDAC) and the Security Association Protocol (SAP) key exchange. Link layer security can
include both packet authentication between switches and MACsec encryption between
switches (encryption is optional).
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