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NEW QUESTION: 1A. System Configuration > LoggingB. Help > System InformationC.
Administration> ResourcesD. Platform Configuration > System PropertiesAnswer: B

NEW QUESTION: 2What is the main focus of the Bell-LaPadula security model?A.
ConfidentialityB. IntegrityC. AccountabilityD. AvailabilityAnswer: AExplanation:
Explanation/Reference:The Bell-LaPadula model is a formal model dealing with confidentiality.
The Bell-LaPadula Model (abbreviated BLP) is a state machine model used for enforcing access
control in government and military applications. It was developed by David Elliott Bell and
Leonard J. LaPadula, subsequent to strong guidance from Roger R. Schell to formalize the U.S.
Department of Defense (DoD) multilevel security (MLS) policy. The model is a formal state
transition model of computer security policy that describes a set of access control rules which
use security labels on objects and clearances for subjects. Security labels range from the most
sensitive (e.g."Top Secret"), down to the least sensitive (e.g.,"Unclassified" or "Public").The
Bell-LaPadula model focuses on data confidentiality and controlled access to classified
information, in contrast to the Biba Integrity Model which describes rules for the protection of
data integrity. In this formal model, the entities in an information system are divided into
subjects and objects.The notion of a "secure state" is defined, and it is proven that each state
transition preserves security by moving from secure state to secure state, thereby inductively
proving that the system satisfies the security objectives of the model. The Bell-LaPadula model
is built on the concept of a state machine with a set of allowable states in a computer network
system. The transition from one state to another state is defined by transition functions.A
system state is defined to be "secure" if the only permitted access modes of subjects to objects
are in accordance with a security policy. To determine whether a specific access mode is
allowed, the clearance of a subject is compared to the classification of the object (more
precisely, to the combination of classification and set of compartments, making up the security
level) to determine if the subject is authorized for the specific access mode.The
clearance/classification scheme is expressed in terms of a lattice. The model defines two
mandatory access control (MAC) rules and one discretionary access control (DAC) rule with
three security properties:The Simple Security Property - a subject at a given security level may
not read an object at a higher security level (no read-up).The -property (read "star"-property) -
a subject at a given security level must not write to any object at a lower security level (no
write-down). The -property is also known as the Confinement property.The Discretionary



Security Property - use of an access matrix to specify the discretionary access control.The
following are incorrect answers:Accountability is incorrect. Accountability requires that actions
be traceable to the user that performed them and is not addressed by the Bell-LaPadula model.
Integrity is incorrect. Integrity is addressed in the Biba model rather than Bell-Lapadula.
Availability is incorrect. Availability is concerned with assuring that data/services are available
to authorized users as specified in service level objectives and is not addressed by the
Bell-Lapadula model.References:CBK, pp. 325-326AIO3, pp. 279 - 284AIOv4 Security
Architecture and Design (pages 333 - 336)AIOv5 Security Architecture and Design (pages 336 -
338)Wikipedia at https://en.wikipedia.org/wiki/Bell-La_Padula_model

NEW QUESTION: 3"Fees" in Country Y, which would be considered bribes in the United States,
are ingrained in the commercial culture. A U.S. company doing business in Country Y:A. may
receive an IRS tax credit for "fees" paid in Country Y.B. is prohibited by U.S. law from paying
"fees" in Country Y.C. may have moral but not legal issues with paying "fees" in Country Y.D.
may pay the "fee" in Country Y but cannot take an IRS tax deduction.Answer: B

NEW QUESTION: 4Which of the following secure startup mechanisms are PRIMARILY designed
to thwart attacks?A. Side channelB. Acoustic cryptanalysisC. TimingD. Cold bootAnswer: D
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