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NEW QUESTION: 1A network-based vulnerability assessment is a type of test also referred to
as:A. A host-based vulnerability assessment.B. A routing vulnerability assessment.C. An active
vulnerability assessment.D. A passive vulnerability assessment.Answer: CExplanation:A
network-based vulnerability assessment tool/system either re-enacts system attacks, noting
and recording responses to the attacks, or probes different targetsto infer weaknesses from
their responses.Since the assessment is actively attacking or scanning targeted systems,
network-basedvulnerability assessment systems are also called active vulnerability systems.
There are mostly two main types of test:PASSIVE: You don't send any packet or interact with
the remote target. You make use ofpublic database and other techniques to gather information
about your target.ACTIVE: You do send packets to your target, you attempt to stimulate
response which willhelp you in gathering information about hosts that are alive, services
runnings, port state,and more.See example below of both types of attacks:Eavesdropping and
sniffing data as it passes over a network are considered passiveattacks because the attacker is
not affecting the protocol, algorithm, key, message, or anyparts of the encryption system.
Passive attacks are hard to detect, so in most casesmethods are put in place to try to prevent
them rather than to detect and stop them.Altering messages , modifying system files, and
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masquerading as another individual areacts that are considered active attacks because the
attacker is actually doing somethinginstead of sitting back and gathering data. Passive attacks
are usually used to gaininformation prior to carrying out an active attack.IMPORTANT NOTE:On
the commercial vendors will sometimes use different names for different types of scans.
However, the exam is product agnostic. They do not use vendor terms but general terms.
Experience could trick you into selecting the wrong choice sometimes. See feedback fromJason
below:"I am a system security analyst. It is my daily duty to perform system vulnerability
analysis.We use Nessus and Retina (among other tools) to perform our network based
vulnerabilityscanning. Both commercially available tools refer to a network based vulnerability
scan asa "credentialed" scan. Without credentials, the scan tool cannot login to the system
beingscanned, and as such will only receive a port scan to see what ports are open and
exploitable"Reference(s) used for this question:Harris, Shon (2012-10-18). CISSP All-in-One
Exam Guide, 6th Edition (p. 865). McGraw-Hill. Kindle Edition.andDUPUIS, Clement, Access
Control Systems and Methodology CISSP Open Study Guide,version 1.0, march 2002 (page 97).

NEW QUESTION: 2A customer requests a quote for an HPE storage solution that meets these
requirements* fully redundant dual-controller storage array with no single points of failure* 1
Gb or 10 Gb ISCSI connectivity* at least four host-facing ISCSI ports* capable of expanding
usable capacity in small increments of one-to-two disks Solution: D3000 HPE storage solution
should be proposedA. NoB. YesAnswer: A

NEW QUESTION: 3You want to use the Cisco Configuration Professional site-to-site VPN wizard
to implement a site-to-site IPsec VPN using pre-shared key.Which four configurations are
required (with no defaults)? (Choose four.)A. the interesting traffic (the traffic to be protected)
B. the interface for the VPN connectionC. the IPsec transform-setD. the VPN peer IP addressE.
the IKE policyF. the pre-shared keyAnswer: A,B,D,FExplanation:
http://www.cisco.com/en/US/products/ps9422/products_configuration_example09186a0080b
a1d0 a.shtml3. In the next window, provide the VPN Connection Information in the respective
spaces. Choose the interface of the VPN Tunnel from the drop-down menu. Here, FastEthernet0
is chosen. In the Peer Identity section, choose Peer with static IP address and provide the
remote peer IP address. Then, provide the Pre-shared Keys (cisco123 in this example) in the
Authentication section. Lastly, click Next.10. In the following window, provide the details about
the Traffic to be protected through the VPN Tunnel.Provide the Source and Destination
Networks of the traffic to be protected so that the traffic between the specified source and
destination networks are protected. In this example, the Source network is 10.10.10.0 and the
Destination network is 10.20.10.0. Click Next.
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