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NEW QUESTION: 1Which of the following BEST describes a protective countermeasure for SQL
injection?A. Eliminating cross-site scripting vulnerabilitiesB. Validating user input in web
applicationsC. Placing a firewall between the Internet and database serversD. Installing an IDS
to monitor network trafficAnswer: BExplanation:By validating user input and preventing
special characters, we can prevent the injection of client-side scripting code.SQL injection is a
code injection technique, used to attack data-driven applications, in which malicious SQL
statements are inserted into an entry field for execution (e.g. to dump the database contents to
the attacker). SQL injection must exploit a security vulnerability in an application's software,
for example, when user input is either incorrectly filtered for string literal escape characters
embedded in SQL statements or user input is not strongly typed and unexpectedly executed.
SQL injection is mostly known as an attack vector for websites but can be used to attack any
type of SQL database.

NEW QUESTION: 2Welche der folgenden Optionen verbindet einen PC mit seinem
Standard-Gateway?A. RouterB. NICC. KabelmodemD. WechselnAnswer: D

NEW QUESTION: 3Which security measures can protect the control plane of a Cisco router?
(Choose two.)A. Port securityB. Access control listsC. CoPPD. Parser viewsE. CCPrAnswer: C,E
Explanation:ExplanationThree Ways to Secure the Control Plane+ Control plane policing
(CoPP): You can configure this as a filter for any traffic destined to an IP address onthe router
itself.+ Control plane protection (CPPr): This allows for a more detailed classification of traffic
(more than CoPP)that is going to use the CPU for handling.+ Routing protocol authentication
For example, you could decide and configure the router to believe that SSH is acceptable at 100
packets persecond, syslog is acceptable at 200 packets per second, and so on. Traffic that
exceeds the thresholds can besafely dropped if it is not from one of your specific management
stations.You can specify all those details in the policy.You learn more about control plane
security in Chapter 13, "Securing Routing Protocols and the ControlPlane."Selective Packet
Discard (SPD) provides the ability to Although not necessarily a security feature, prioritize
certain types of packets (for example, routing protocol packets and Layer 2 keepalive
messages, routeprocessor [RP]). SPD provides priority of critical control plane traffic which are
received by the over trafficthat is less important or, worse yet, is being sent maliciously to
starve the CPU of resources required for theRP.Source: Cisco Official Certification Guide, Table
10-3 Three Ways to Secure the Control Plane, p.269
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