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NEW QUESTION: 1Which two statements about the DH group are true? (Choose two.)A. The DH
group is negotiated in IPsec phase-1.B. The DH group is used to establish a shared key over an
unsecured medium.C. The DH group is used to provide data authentication.D. The DH group is
negotiated in IPsec phase-2.E. The DH group is used to provide data confidentiality.Answer:
A,B

NEW QUESTION: 2What type of attack involves IP spoofing, ICMP ECHO and a bounce site?A.
SYN attackB. Teardrop attackC. Smurf attackD. IP spoofing attackAnswer: CExplanation:A
smurf attack occurs when an attacker sends a spoofed (IP spoofing) PING (ICMP ECHO) packet
to the broadcast address of a large network (the bounce site). The modified packet containing
the address of the target system, all devices on its local network respond with a ICMP REPLY to
the target system, which is then saturated with those replies. An IP spoofing attack is used to
convince a system that it is communication with a known entity that gives an intruder access. It
involves modifying the source address of a packet for a trusted source's address. A teardrop
attack consists of modifying the length and fragmentation offset fields in sequential IP packets
so the target system becomes confused and crashes after it receives contradictory instructions
on how the fragments are offset on these packets. A SYN attack is when an attacker floods a
system with connection requests but does not respond when the target system replies to those
requests. Source: KRUTZ, Ronald L. & VINES, Russel D., The CISSP Prep Guide: Mastering the
Ten Domains of Computer Security, John Wiley & Sons, 2001, Chapter 3: Telecommunications
and Network Security (page 76).
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