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NEW QUESTION: 1Which statement below is NOT correct about reviewing user accounts?A.
User account reviews cannot be conducted by outside auditors.B. User account reviews may be
conducted on a system-wide basis.C. User account reviews may be conducted on an
application-byapplication basis.D. User account reviews can examine conformity with the
concept of least privilege.Answer: AExplanation:It is necessary to regularly review user
accounts on a system. Such reviews may examine the levels of access each individual has,
conformity with the concept of least privilege, whether all accounts are still active, whether
management authorizations are up-to-date, or whether required training has been completed,
for examplE. These reviews can be conducted on at least two levels: on an
application-byapplication basis or on a systemwide basis. Both kinds of reviews can be
conducted by, among others, in-house systems personnel (a selfaudit), the organizations
internal audit staff, or external auditors. Source: National Institute of Standards and
Technology, An Introduction to Computer Security: The NIST Handbook Special Publication
800-12.

NEW QUESTION: 2A new startup company with very limited funds wants to protect the
organization from external threats by implementing some type of best practice security
controls across a number of hosts located in the application zone, the production zone, and the
core network. The 50 hosts in the core network are a mixture of Windows and Linux based
systems, used by development staff to develop new applications.The single Windows host in
the application zone is used exclusively by the production team to control software
deployments into the production zone. There are 10 UNIX web application hosts in the
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production zone which are publically accessible.Development staff is required to install and
remove various types of software from their hosts on a regular basis while the hosts in the zone
rarely require any type of configuration changes.Which of the following when implemented
would provide the BEST level of protection with the LEAST amount of disruption to staff?A.
NIDS in the production zone, HIDS in the application zone, and anti-virus / anti-malware across
all hosts.B. NIPS in the production zone, HIPS in the application zone, and anti-virus /
anti-malware across all Windows hosts.C. HIPS in the production zone, NIPS in the application
zone, and HIPS in the core network.D. NIPS in the production zone, NIDS in the application
zone, HIPS in the core network, and anti-virus / anti-malware across all hosts.Answer: B

NEW QUESTION: 3Refer to the exhibit,you issued the show crypto isakmp sa command to
troubleshot of IPsec VPN.What possible issue does the given output indicate?A. The transform
sets are mismatchedB. The pre-shared keys ire mismatchedC. The peer is failing to respondD.
The crypto ACU are mismatchedAnswer: B

NEW QUESTION: 4Which of the following will BEST help in communicating strategic risk
priorities?A. Business impact analysis (BIA)B. Risk registerC. Balanced ScorecardD. Heat map
Answer: C
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