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NEW QUESTION: 1Which of the following statements pertaining to stream ciphers is correct?A.
A stream cipher is a type of asymmetric encryption algorithm.B. A stream cipher is not
appropriate for hardware-based encryption.C. A stream cipher generates what is called a
keystream.D. A stream cipher is slower than a block cipher.Answer: CExplanation:A stream
cipher is a type of symmetric encryption algorithm that operates on continuous streams of
plain text and is appropriate for hardware-based encryption.Stream ciphers can be designed to
be exceptionally fast, much faster than any block cipher. A stream cipher generates what is
called a keystream (a sequence of bits used as a key).Stream ciphers can be viewed as
approximating the action of a proven unbreakable cipher, the one-time pad (OTP), sometimes
known as the Vernam cipher. A one-time pad uses a keystream of completely random digits.
The keystream is combined with the plaintext digits one at a time to form the ciphertext. This
system was proved to be secure by Claude Shannon in 1949. However, the keystream must be
(at least) the same length as the plaintext, and generated completely at random. This makes
the system very cumbersome to implement in practice, and as a result the one-time pad has
not been widely used, except for the most critical applications.A stream cipher makes use of a
much smaller and more convenient key - 128 bits, forexample. Based on this key, it generates a
pseudorandom keystream which can becombined with the plaintext digits in a similar fashion
to the one-time pad. However, thiscomes at a cost: because the keystream is now
pseudorandom, and not truly random, theproof of security associated with the one-time pad
no longer holds: it is quite possible for astream cipher to be completely insecure if it is not
implemented properly as we have seenwith the Wired Equivalent Privacy (WEP) protocol.
Encryption is accomplished by combining the keystream with the plaintext, usually with the
bitwise XOR operation.Source: DUPUIS, Clement, CISSP Open Study Guide on domain 5,
cryptography, April1999.More details can be obtained on Stream Ciphers in RSA Security's FAQ
on StreamCiphers.

NEW QUESTION: 2In ClearPass guest, which statement is true? (Choose three.)A. Account
Expiration date and time cannot be edited by the administrator.B. A visitor location data field
can be added to a guest registration form.C. A guest User is automatically disconnected from
the network when their account expires.D. The Create Guest Account form is fully configurable
and fields can be edited.E. A guest user will be denied access to the network after their account
expires but is not disconnected.F. All guest accounts will be assigned a role of Guest and that



cannot be changed.Answer: B,C,F

NEW QUESTION: 3Your company has a server that runs Windows Server 2008 R2. The server is
configured as a remoteaccess server.The external firewall has TCP port 80 and TCP port 443
open for remote access connections.You have a home computer that runs Windows 7.You need
to establish secure remote access connection from the home computer to the remote access
server.Which type of connection should you configure?A. SSTPB. IPSecC. L2TPD. PPTPAnswer:
AExplanation:Secure Socket Tunneling Protocol (SSTP)is a new form of VPN tunnel with
features that allow traffic to pass through firewalls that block PPTP and L2TP/IPsec traffic.
SSTP provides a mechanism to encapsulate PPP traffic over the SSL channel of the HTTPS
protocol. The use of PPP allows support for strong authentication methods such as EAP-TLS.
The use of HTTPS means traffic will flow through TCP port 443, a port commonly used for Web
access. Secure Sockets Layer (SSL) provides transport-level security with enhanced key
negotiation, encryption, and integrity checking.
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