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|10S1 OS%E#AIT B Z & DAAEET 9 Answer: AExplanation:Understanding Passive OS
FingerprintingPassive OS fingerprinting lets the sensor determine the OS that hosts are
running. The sensor analyzes network traffic between hosts and stores the OS of these hosts
with their IP addresses. The sensor inspects TCP SYN and SYNACK packets exchanged on the
network to determine the OS type.The sensor then uses the OS of the target host OS to
determine the relevance of the attack to the victim by computing the attack relevance rating
component of the risk rating. Based on the relevance of the attack, the sensor may alter the risk
rating of the alert for the attack and/or the sensor may filter the alert for the attack. You can
then use the risk rating to reduce the number of false positive alerts (a benefitin IDS mode) or
definitively drop suspicious packets (a benefitin IPS mode). Passive OS fingerprinting also
enhances the alert output by reporting the victim OS, the source of the OS identification, and
the relevance to the victim OS in the alert.Passive OS fingerprinting consists of three
components:* Passive OS learningPassive OS learning occurs as the sensor observes traffic on
the network. Based on the characteristics of TCP SYN and SYNACK packets, the sensor makes a
determination of the OS running on the host of the source IP address.* User-configurable OS
identificationYou can configure OS host mappings, which take precedence over learned OS
mappings.* Computation of attack relevance rating and risk rating.

NEW QUESTION: 2Which of the following is TRUE concerning unnumbered VPN Tunnel
Interfaces (VTIs)?A. VTls are only supported on SecurePlatformB. VTIs cannot be assigned a
proxy interfaceC. Local IP addresses are not configured, remote IP addresses are configuredD.
VTl specific additional local and remote IP addresses are not configuredAnswer: D

NEW QUESTION: 3DRAG DROP - (Topic 8)Answer: Explanation:Explanation: FF02::1 = All
link-local nodes on a segmentFF02::5 = all OSPFv3 routersFF02::6 = OSPFv3 designated routers
FFO02::A = all EIGRPv6 routersFF02::D = All PIM routersFF05::2 = all site local routers
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