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NEW QUESTION: 1You are well along your way to getting the MegaCorp security up to what you
consider an acceptable level. You feel the security is now solid enough that you can go ahead
and some new tests and perform analysis on the network.You plug in your laptop and fire up
Snort to see the traffic coming into the network. You plug in on the outside of the router, to see
the unfiltered traffic that the network must deal with. In full promiscuous mode, you collect
data for an hour, to filter through it later. Since you captured quite a bit of data, you filter out a
few specific lines to analyze.1027-23:48:42.126886 0:D0:9: 7TE:E5:E9 -> 0:D0:9:7F:C:9B type:0x800
len:0x3C10.0.10.237 -> 10.0.10.234 ICMP TTL:128 TOS:0x0 ID:1185 IpLen:20 DgmLen:36Type:8
Code:01D:3 Seq:289 ECHO
=-~+t=4=+4=4=+=4=4=+=4=+=4+=4+=4=4=+=4=4+=4=4=+=4=+=4=4+=4=4=+=4=+=4=4=+=4=+=4=4+=+
1027-23:48:42.137906 0:D0:9:7E:E5:E9 -> 0:2:B3:2D:1:4A type:0x800 len:0x3C10.0.10.237 ->
10.0.10.235 ICMP TTL:128 TOS:0x0 1D:1186 IpLen:20 DgmLen:36 Type:8 Code:0 ID:3 Seq:290
ECFK):+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+
1027-23:48:42.148642 0:D0:9:7E:E5:E9 -> 0:D0:9:7E:F9:DB type:0x800 len:0x3C10.0.10.237 ->
10.0.10.236 ICMP TTL:128 TOS:0x0 I1D:1187 IpLen:20 DgmLen:36 Type:8 Code:0 ID:3 Seq:291
ECFK):+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+
1027-23:48:42.167031 0:D0:9:7E:E5:E9 -> 0:D0:9:68:87:2C type:0x800 len:0x3C10.0.10.237 ->
10.0.10.238 ICMP TTL:128 TOS:0x0 1D:1190 IpLen:20 DgmLen:36Type:8 Code:0 ID:3 Seq:292
ECHC):+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+
1027-23:48:42.177247 0:D0:9:7TE:E5:E9 -> 0:D0:9:69:48:E3 type:0x800 len:0x3C10.0.10.237 ->
10.0.10.239 ICMP TTL:128 TOS:0x0 I1D:1191 IpLen:20 DgmLen:36 Type:8 Code:0 ID:3 Seq:293
ECHO=4=4+=4=4+=4=4+=4+=+=t+=+=+=t+=t=+=t=+=+=+=t=+=+=t+=t=+=t=+=+=+=+=+=+=+=+=+=+=+=+
1028-19:09:07.387953 0:D0:9:7E:F9:DB -> 0:2:B3:2D:1:4A type:0x800 len:0x3C 10.0.10.236:57228
->10.0.10.235:1 TCP TTL:44 TOS:0x0 ID:24652 IpLen:20 DgmLen:40 ******** Seq: 0x0 Ack: 0x0
Win: 0x400 TcpLen: 20
=-+=—4=4=+4=4=4+=4=+=4+=4=4=4+=4=4+=4=4=4+=4=4+=4=4=4+=4+=4=4=4=4=4+=4=4=4=4=4+=4+=4+=4+=+
1028-19:09:07.320917 0:D0:9:7E:F9:DB -> 0:2:B3:2D:1:4A type:0x800 len:0x3C 10.0.10.236:57228
->10.0.10.235:2 TCP TTL:44 TOS:0x0 ID:52330 IpLen:20 DgmLen:40 ******** Seq: 0x0 Ack: 0x0
Win: 0x400 TcpLen: 20
=-~+t=4=+4=4=+=4=4=+=4=+=4+=4+=+4=4=+=4=4+=4=4=+=4=+=4=4=4=4=+=4=4+=4=4=+=4=+=4=4+=+
1028-19:09:07.377933 0:D0:9:7E:F9:DB -> 0:2:B3:2D:1:4A type:0x800 len:0x3C 10.0.10.236:57228
->10.0.10.235:3 TCP TTL:44 TOS:0x0 ID:10807 IpLen:20 DgmLen:40 ******** Seq: 0x0 Ack: 0x0
Win: 0x400 TcpLen: 20
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=4=4=4=+4=4=4+=4=4=4=4=4+=4+=4=4=4=4=4+=4=4=4=4=4=4=4=4=4=4=4+=4=4=4=4=4+=4+=4=4=4
1028-19:09:07.328200 0:D0:9:7E:F9:DB -> 0:2:B3:2D:1:4A type:0x800 len:0x3C 10.0.10.236:57228
->10.0.10.235:4 TCP TTL:44 TOS:0x0 ID:40192 IpLen:20 DgmLen:40 ******* Seq: 0x0 Ack: 0x0
Win: 0x400 TcpLen: 20
=-+=4=4=+4=4=4+=4=+=4+=4=+4=4+=4+=4+=4=4=4+=4=4=4=4=4+=4+=4=4+=4=4=4+=4=4=4=4=4+=4+=4=4+=4+
1028-19:09:07.363859 0:D0:9:7E:F9:DB -> 0:2:B3:2D:1:4A type:0x800 len:0x3C 10.0.10.236:57228
->10.0.10.235:5 TCP TTL:44 TOS:0x0 ID:20497 IpLen:20 DgmLen:40 ******** Seq: 0x0 Ack: 0x0
Win: 0x400 TcpLen: 20
=-+=—4=4=4=4=+=4=+=4+=4=4=4+=4=4+=4=4=4+=4+=4+=4=4=4+=4+=4=4=4=4=4+=4=4=4=4=4=4+=4+=4+=+
1028-19:09:07.391163 0:D0:9:7E:F9:DB -> 0:2:B3:2D:1:4A type:0x800 len:0x3C 10.0.10.236:57228
->10.0.10.235:6 TCP TTL:44 TOS:0x0 ID:30756 IpLen:20 DgmLen:40 ******** Seq: 0x0 Ack: 0x0
Win: 0x400 TcpLen: 20
=-~+t=4=+4=4=+=4=4=+=4=+=4+=4+=+4=4=+=4=4+=4=4=+=4=+=4=4=4=4=+=4=4+=4=4=+=4=+=4=4+=+
1028-19:09:07.300794 0:D0:9:7E:F9:DB -> 0:2:B3:2D:1:4A type:0x800 len:0x3C 10.0.10.236:57228
->10.0.10.235:7 TCP TTL:44 TOS:0x0 ID:3946 IpLen:20 DgmLen:40 ******** Seq: 0x0 Ack: 0x0
Win: 0x400 TcpLen: 20
=-—~+=—4=+=4+=+=+=4=+=4=+=4+=4+=+=4=+=4=4+=+4=4=+=4=+=4=4=+4=4=+=4=4+=4=4=+=4=+=4=4+=+
1028-01:52:16.979681 0:D0:9:7E:E5:E9 -> 0:D0:9:7F:C:9B type:0x800 len:0x3E 10.0.10.237:1674 ->
10.0.10.234:31337 TCP TTL:128 TOS:0x0 ID:5277 IpLen:20 DgmLen:48 ******S* Seq: 0x3F2FE2CC
Ack: 0x0 Win: 0x4000 TcpLen: 28 TCP Options (4) => MSS: 1460 NOP NOP SackOK
=-4=4=4=4=4=4+=4=4=4=4=4=4+=4=4+=4=4=4+=4=4=4=4=4+=4=4=4=4=4=4+=4=4=4=4=4+=4+=4=4=4
1028-01:52:16.999652 0:D0:9:7TE:E5:E9 -> 0:2:B3:2D:1:4A type:0x800 len:0x3E 10.0.10.237:1675 ->
10.0.10.235:31337 TCP TTL:128 TOS:0x0 ID:5278 IpLen:20 DgmLen:48 ******S* Seq: 0x3F30DB1F
Ack: 0x0 Win: 0x4000 TcpLen: 28 TCP Options (4) => MSS: 1460 NOP NOP SackOK
=-+=4=4=4=4=4+=4=4+=4=4=4+=4+=4=4+=4=4=4+=4=4=4+=4=4+=4+=4=4+=4=4=4+=4=4=4=4=4+=4+=4=4+=+
1028-01:52:17.019680 0:D0:9:7E:E5:E9 -> 0:D0:9:7E:F9:DB type:0x800 len:0x3E 10.0.10.237:1676
->10.0.10.236:31337 TCP TTL:128 TOS:0x0 I1D:5279 IpLen:20 DgmLen:48 ******S* Seq:
0x3F3183AE Ack: 0x0 Win: 0x4000 TcpLen: 28 TCP Options (4) => MSS: 1460 NOP NOP SackOK
=—4=4=4=4=4=4+=4=4=4=4=4=4+=4=4=4=4=4+=4=4=4=4=4=4+=4=4=4=4=4+=4=4=4=4=4=4+=4=4+=+
1028-01:52:17.059669 0:D0:9:7E:E5:E9 -> 0:D0:9:68:87:2C type:0x800 len:0x3E 10.0.10.237:1678
->10.0.10.238:31337 TCP TTL:128 TOS:0x0 1D:5282 IpLen:20 DgmLen:48 ******S* Seq:
0x3F332EC2 Ack: 0x0 Win: 0x4000 TcpLen: 28 TCP Options (4) => MSS: 1460 NOP NOP SackOK
=-—~+t=4=+4=4=+=+4=4=+=4=+=4+=4+=+=4=+=4=+=4=4=+=4=+=4=4=4=4=+=4=+=4=4=+=4=+=4=4+=+
1028-01:52:17.079821 0:D0:9:7E:E5:E9 -> 0:D0:9:69:48:E3 type:0x800 len:0x3E 10.0.10.237:1679
->10.0.10.239:31337 TCP TTL:128 TOS:0x0 1D:5283 IpLen:20 DgmLen:48 ******S* Seq:
0x3F3436FA Ack: 0x0 Win: 0x4000 TcpLen: 28 TCP Options (4) => MSS: 1460 NOP NOP SackOK
—t=4=t=F=t+=t=t=t=t=t=t—=t—=t=t=t=+=F=F—=t+ ==t =+=+=F=t—=t+ ==t =t =+=F=F=+=+=+=+=+
1028-01:45:18.733562 0:D0:9:7E:E5:E9 -> 0:D0:9:7F:C:9B type:0x800 len:0x3E 10.0.10.237:1646 ->
10.0.10.234:12345 TCP TTL:128 TOS:0x0 ID:4974 IpLen:20 DgmLen:48 ******S* Seq: 0x38E326F7
Ack: 0x0 Win: 0x4000 TcpLen: 28 TCP Options (4) => MSS: 1460 NOP NOP SackOK
=-+=4=4=+4=4=4+=4=+=4+=4=+4=4+=4+=4+=4=4=4+=4=4=4=4=4+=4+=4=4+=4=4=4+=4=4=4=4=4+=4+=4=4+=4+
1028-01:45:18.753691 0:D0:9:7E:E5:E9 -> 0:2:B3:2D:1:4A type:0x800 len:0x3E 10.0.10.237:1647 ->
10.0.10.235:12345 TCP TTL:128 TOS:0x0 ID:4975 IpLen:20 DgmLen:48 ******S* Seq: 0x38E3D2D0
Ack: 0x0 Win: 0x4000 TcpLen: 28 TCP Options (4) => MSS: 1460 NOP NOP SackOK
=-+=—4=4=4=4=+=4=+=4+=4=4=4+=4=4+=4=4=4+=4+=4+=4=4=4+=4+=4=4=4=4=4+=4=4=4=4=4=4+=4+=4+=+
1028-01:45:18.773781 0:D0:9: 7TE:E5:E9 -> 0:D0:9:7E:F9:DB type:0x800 len:0x3E 10.0.10.237:1648
->10.0.10.236:12345 TCP TTL:128 TOS:0x0 I1D:4976 IpLen:20 DgmLen:48 ******S* Seq:
0x38E4CF5C Ack: 0x0 Win: 0x4000 TcpLen: 28 TCP Options (4) => MSS: 1460 NOP NOP SackOK
=-~+t=4=+4=4=+=4=4=+=4=+=4+=+=4=4=+=4=+=4=4=+=4=+=4=4+=4=4=+=4=4+=4=4=+=4=+=4=4+=+
1028-01:45:18.813837 0:D0:9:7E:E5:E9 -> 0:D0:9:68:87:2C type:0x800 len:0x3E 10.0.10.237:1650
->10.0.10.238:12345 TCP TTL:128 TOS:0x0 ID:4979 IpLen:20 DgmLen:48 ******S* Seq:
0x38E692B6 Ack: 0x0 Win: 0x4000 TcpLen: 28 TCP Options (4) => MSS: 1460 NOP NOP SackOK
=-—~+=4=+=4=+=+4=4=+=4=+=4+=4+=+=4=+=4+=4+=+4=4=+=4=+=4+=4=+=4=+=4=4+=4=4=+=4=+=4=4+=+



1028-01:45:18.833772 0:D0:9:7E:E5:E9 -> 0:D0:9:69:48:E3 type:0x800 len:0x3E 10.0.10.237:1651
->10.0.10.239:12345 TCP TTL:128 TOS:0x0 1D:4980 IpLen:20 DgmLen:48 ******S* Seq:
0x38E7211C Ack: 0x0 Win: 0x4000 TcpLen: 28 TCP Options (4) => MSS: 1460 NOP NOP SackOK
=+4=4=4=+4=4=4+=4=4=4=4=4=4+=4=4+=4=4=4+=4=4=4=4=4+=4=4=4=4=4=4+=4=4=4=4=4+=4+=4=4=4+
Looking at the types of traffic that are hitting your network, what types of attacks are you
dealing with, and what is the best solution for mitigating those attacks?}A. There is a clear
pattern of attack, starting with the attacker looking for hosts that will respond to the ID:3
vulnerability. Once identified, the attacker runs a second set of scans, looking for hosts that are
vulnerable to a TOS:0x0 attack, and finally running a scan to check for hosts that are vulnerable
to the MSS: 1460 NOP attack.To mitigate these attacks, you recommend implementing a new
firewall on the outside of the router, designed with rules to specifically stop these attacks,
allowing the rest of the traffic through to your router and the rest of your perimeter defense.B.
Looking at the traffic, you are unable to identify any pattern of attack. You see normal
legitimate traffic, the type of which you see every day. The traffic that you have captured
provides you no clues as to the current attacks against your network, and as such you make no
recommendations to mitigate.C. There is a clear attack pattern, where the attacker is looking
for packets that are formed with a TTL of 128, followed by a TTL of 44. Finally, the attacker is
looking to exploit the NOP SackOK vulnerability.To mitigate these attacks, you recommend
implementing a new firewall on the outside of the router, designed with rules to specifically
stop these attacks, allowing the rest of the traffic through to your router and the rest of your
perimeter defense.D. There is a clear attack pattern, where the attacker first is checking to see
which hosts will reply to sequential packets, followed by vulnerability checking for the IPLen:20
server vulnerability.To mitigate these attacks, you recommend reconfiguring the access control
lists on the routers, specifically to address the IPLen:20 attack, and to address the sequential
packet attack. You recommend that with the router configuration change, the threats will be
properly addressed.E. There is a clear pattern of attack, starting with general reconnaissance to
see which systems are up and running to respond to attack inquiries. Next, the attacks show
port scans, looking specifically for open ports on a unique host, and then moving to searching
out NetBus and SubSeven servers.To mitigate these attacks, you do not recommend any new
technology. You feel that your firewall, IDS, and routers will properly address these types of
attacks.Answer: E

NEW QUESTION: 2In SAP HANA Studio, what would you find in a Package?There are 2 correct
answers to this question.Response:A. ProceduresB. Calculation ViewsC. Analytic PrivilegesD.
TablesAnswer: A,B,C

NEW QUESTION: 3Which SDM template is the most appropriate for a Layer 2 switch that
provides connectivity to a large number of clients?A. VLANB. routingC. defaultD. access
Answer: A

NEW QUESTION: 42| At= 5 'd St H|O|E{ & X &sof BfL|Ct. 2| At= K| =X] CIO[E{0f] ZA| UM AT
3= A0{OF St Xt HMAL He = AUAELICER T AFYE SESIHAM HIES F0[2{H oH 37|
ZX|Z FIsHoF &L|77t?A. Amazon S3 StandardOf|A GLACIER 2 E2|X| 22{A 2 K| E MetetL|CtB. 5
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Access (S3 Standard-1A) 2 Z4#| M2tD. Amazon S3 Standardd| Al Amazon S3 One Zone-Infrequent
Access (S3 One Zone-1A) £ 24| M EtAnswer: C
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