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NEW QUESTION: 1Which command can you enter to verify the status of Cisco IOS Resilient
Configuration on a Cisco router?A. show binary fileB. secure boot-configC. show secure bootset
D. secure boot-imageAnswer: C

NEW QUESTION: 2You have a computer that runs Windows 7.You have a third party
application. You need to ensure that only a specific version of the application runs on the
computer.You have the application vendor's digital signature.What should you do?A. From
Application Control Policies, configure a publisher rule.B. From Software Restriction policies,
configure a path rule.C. From Application Control Policies, configure a path rule.D. From
Software Restriction policies, configure a certificate rule.Answer: AExplanation:
Explanation/Reference:1087 20102AppLocker Application Control PoliciesAppLocker is a
feature new to Windows 7 that is available only in the Enterprise and Ultimate editions of the
product. AppLocker policies are conceptually similar to Software Restriction Policies, though
AppLocker policies have several advantages, such as the ability to be applied to specific user or
group accounts and the ability to apply to all future versions of a product. As you learned
earlier in this chapter, hash rules apply only to a specific version of an application and must be
recalculated whenever you apply software updates to that application. AppLocker policies are
located in the Computer ConfigurationWindows Settings Security SettingsApplication Control
Policies node of a standard Windows 7 or Windows Server 2008 R2 GPO.AppLocker relies upon
the Application Identity Service being active. When you install Windows 7, the startup type of
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this service is set to Manual. When testing AppLocker, you should keep the startup type as
Manual in case you configure rules incorrectly. In that event, you can just reboot the computer
and the AppLocker rules will no longer be in effect. Only when you are sure that your policies
are applied correctly should you set the startup type of the Application Identity Service to
Automatic. You should take great care in testing AppLocker rules because it is possible to lock
down a computer running Windows 7 to such an extent that the computer becomes unusable.
AppLocker policies are sometimes called application control policies.AppLocker Application
Control Policies - Publisher RulesPublisher rules in AppLocker work on the basis of the
code-signing certificate used by the file's publisher. Unlike a Software Restriction Policy
certificate rule, it is not necessary to obtain a certificate to use a publisher rule because the
details of the digital signature are extracted from a reference application file. If a file has no
digital signature, you cannot restrict or allow it using AppLocker publisher rules.Publisher rules
allow you more flexibility than hash rules because you can specify not only a specific version of
a file but also all future versions of that file. This means that you do not have to re-create
publisher rules each time you apply a software update because the existing rule remains valid.
You can also allow only a specific version of a file by setting the Exactly option.AppLocker
Application Control Policies - Path RulesAppLocker path rules work in a similar way to Software
Restriction Policy path rules. Path rules let you specify a folder, in which case the path rule
applies to the entire contents of the folder, including subfolders, and the path to a specific file.
The advantage of path rules is that they are easy to create. The disadvantage of path rules is
that they are the least secure form of AppLocker rules. An attacker can subvert a path rule if
they copy an executable file into a folder covered by a path rule or overwrite a file that is
specified by a path rule. Path rules are only as effective as the file and folder permissions
applied on the computer.Software Restriction PoliciesSoftware Restriction Policies is a
technology available to clients running Windows 7 that is available in Windows XP, Windows
Vista, Windows Server 2003, and Windows Server 2008. You manage Software Restriction
Policies through Group Policy. You can find Software Restriction Policies in the Computer
ConfigurationWindows SettingsSecurity SettingsSoftware Restriction Policies node of a group
policy.When you use Software Restriction Policies, you use the Unrestricted setting to allow an
application to execute and the Disallowed setting to block an application from executing.You
can achieve many of the same application restriction objectives with Software Restriction
Policies that you can with AppLocker policies. The advantage of Software Restriction Policies
over AppLocker policies is that Software Restriction Policies can apply to computers running
Windows XP and Windows Vista, as well as to computers running Windows 7 editions that do
not support AppLocker. The disadvantage of Software Restriction Policies is that all rules must
be created manually because there are no built-in wizards to simplify the process of rule
creation.Software Restriction Policies - Path RulesPath rules, allow you to specify a file, folder,
or registry key as the target of a Software Restriction Policy. The more specific a path rule is, the
higher its precedence. For example, if you have a path rule that sets the file C:Program
filesApplicationApp.exe to Unrestricted and one that sets the folder C:Program files Application
to Disallowed, the more specific rule takes precedence and the application can execute.
Wildcards can be used in path rules, so it is possible to have a path rule that specifies
C:Program files Application*.exe. Wildcard rules are less specific than rules that use a file's full
path.The drawback of path rules is that they rely on files and folders remaining in place. For
example, if you created a path rule to block the application C:AppsFilesharing.exe, an attacker
could execute the same application by moving it to another directory or renaming it something
other than Filesharing.exe. Path rules work only when the file and folder permissions of the
underlying operating system do not allow files to be moved and renamed.Software Restriction
Policies - Certificate RulesCertificate rules use a code-signed software publisher's certificate to
identify applications signed by that publisher. Certificate rules allow multiple applications to
be the target of a single rule that is as secure as a hash rule. It is not necessary to modify a
certificate rule in the event that a software update is released by the vendor because the
updated application will still be signed using the vendor's signing certificate. To configure a



certificate rule, you need to obtain a certificate from the vendor. Certificate rules impose a
performance burden on computers on which they are applied because the certificate's validity
must be checked before the application can execute. Another disadvantage of certificate rules
is that they apply to all applications from a vendor. If you want to allow only 1 application from
a vendor to execute but the vendor has 20 applications available, you are better off using a
different type of Software Restriction Policy because otherwise users can execute any of those
other 20 applications.

NEW QUESTION: 3Bei Verwendung von SSL / TLS (Secure Sockets Layer / Transport Layer
Security) zur Implementierung der Netzwerksicherheit werden asymmetrische Algorithmen
verwendet.A. Hashing DigestB. SitzungsverschlüsselungC. Peer-AuthentifizierungD.
NutzdatenverschlüsselungAnswer: B

NEW QUESTION: 4Refer to the exhibit.Which option describes the effect of this configuration?
A. It configures failover.B. It configures a standby Cisco Unified E.C. It implements Cisco United
CME redundancy.D. It implements HSRP.E. It creates dial peers.F. It implements Cisco IOS
redundancy.Answer: C
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