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NEW QUESTION: 1A trainer is contracted to teach from a particular outline and prepares
accordingly. During the introduction, it is determined that the students are already versed in
some topics and expected to review additional topics not included in the course outline. Which
of the following is the BEST response?A. Explain that the contract requires teaching to the
outline without deviation and begin the course as planned.B. Clearly mark areas for quick
review and speak to management at the first opportunity.C. Excuse the students who already
know the material and arrange for an advanced course.D. Change the outline to satisfy all
students' expectations.Answer: BExplanation:Explanation/Reference:Explanation:

NEW QUESTION: 2Answer: Explanation:

NEW QUESTION: 3

BEEEF -NO7ILExRY FT—INGFWZBH L T AR RTLLEDARL =T VTR T
LDRMEZEFBRALEISE LTWVWAINERR M L TREZIRETZILSICKROSNE LT
CORBZHSCEF2 )T 7O7 71 ILOREEIFENTI H ? A. URL FilteringB. Anti-Spyware
C. AntivirusD. Vulnerability ProtectionAnswer: D

NEW QUESTION: 4Which of the following statements pertaining to using Kerberos without any
extension is false?A. Kerberos is mostly a third-party authentication protocol.B. Kerberos
provides robust authentication.C. A client can be impersonated by password-guessing.D.
Kerberos uses public key cryptography.Answer: DExplanation:Kerberos is a trusted,
credential-based, third-party authentication protocol that uses symmetric (secret) key
cryptography to provide robust authentication to clients accessing serviceson a network.
Because a client's password is used in the initiation of the Kerberos request for the service
protocol, password guessing can be used to impersonate a client.Here is a nice overview of
HOW Kerberos is implement as described in RFC 4556:1 IntroductionThe Kerberos V5 protocol
[RFC4120] involves use of a trusted thirdparty known as the Key Distribution Center (KDC) to
negotiate sharedsession keys between clients and services and provide mutualauthentication
between them.The corner-stones of Kerberos V5 are the Ticket and theAuthenticator. A Ticket
encapsulates a symmetric key (the ticketsession key) in an envelope (a public message)
intended for aspecific service. The contents of the Ticket are encrypted with asymmetric key
shared between the service principal and the issuingkDC. The encrypted part of the Ticket
contains the client principalname, among other items. An Authenticator is a record that can be
shown to have been recently generated using the ticket session key inthe associated Ticket.
The ticket session key is known by the clientwho requested the ticket. The contents of the



Authenticator areencrypted with the associated ticket session key. The encrypted partof an
Authenticator contains a timestamp and the client principalname, among other items.As
shown in Figure 1, below, the Kerberos V5 protocol consists of thefollowing message exchanges
between the client and the KDC, and theclient and the application service:-The Authentication
Service (AS) ExchangeThe client obtains an "initial" ticket from the Kerberos authentication
server (AS), typically a Ticket Granting Ticket (TGT). The AS-REQ message and the AS-REP
message are the request and the reply message, respectively, between the client and the AS.-
The Ticket Granting Service (TGS) ExchangeThe client subsequently uses the TGT to
authenticate and request a service ticket for a particular service, from the Kerberos
ticket-granting server (TGS). The TGS-REQ message and the TGS-REP message are the request
and the reply message respectively between the client and the TGS.-The Client/Server
Authentication Protocol (AP) ExchangeThe client then makes a request with an AP-REQ
message, consistingof a service ticket and an authenticator that certifies theclient's possession
of the ticket session key. The server mayoptionally reply with an AP-REP message. AP
exchanges typicallynegotiate session-specific symmetric keys.Usually, the AS and TGS are

integrated in a single device also knownas the KDC.+-------------- S >| KDC |AS-REQ/
e [V AE +/

Related Posts |/ |[AS-REP /|| |/ TGS-REQ + TGS-REP| | / /|| / /|| / +--------- HI/ /N v

e i +| Client +------------ >| Application || | AP-REQ | Server || |<------------ ||
R + AP-REP +-------mmmee- +Figure 1: The Message Exchanges in the Kerberos V5

Protocolln the AS exchange, the KDC reply contains the ticket session key,among other items,
that is encrypted using a key (the AS reply key)shared between the client and the KDC. The AS
reply key is typically derived from the client's password for human users. Therefore, for human
users, the attack resistance strength of the Kerberos protocol is no stronger than the strength
of their passwords.Source: KRUTZ, Ronald L. & VINES, Russel D., The CISSP Prep Guide:
Mastering the Ten Domains of Computer Security, John Wiley & Sons, 2001, Chapter 2: Access
control systems (page 40).AndHARRIS, Shon, All-In-One CISSP Certification Exam Guide,
McGraw-Hill/Osborne, 2002, chapter4: Access Control (pages 147-151). and
http://www.ietf.org/rfc/rfc4556txt
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