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NEW QUESTION: 1An organization subscribes to multiple third-party security intelligence
feeds. It receives a notification from one of these feeds indicating a zero-day malware attack is
impacting the SQL server prior to SP 2. The notification also indicates that infected systems
attempt to communicate to external IP addresses on port 2718 to download additional
payload. After consulting with the organization's database administrator, it is determined that
there are several SQL servers that are still on SP 1, and none of the SQL servers would normally
communicate over port 2718. Which of the following is the BEST mitigation step to implement
until the SQL servers can be upgraded to SP 2 with minimal impact to the network?A. On the
organization's firewalls, create a new rule that blocks outbound traffic on port 2718 from the IP
addresses of the servers running SQL SP 1B. On the SQL servers running SP 1, install
vulnerability scanning softwareC. Place all the SQL servers running SP 1 on a separate subnet
On the firewalls, create a new rule blocking connections to destination addresses external to
the organization's networkD. Create alert rules on the IDS for all outbound traffic on port 2718
from the IP addresses if the SQL servers running SQL SP 1Answer: A

NEW QUESTION: 2Refer to the exhibit.Which configuration establishes EBGP neighborship
between these two directly connected neighbors and exchanges the loopback network of the
two routers through BGP?A)B)C)D)A. Option AB. Option BC. Option DD. Option CAnswer: A
Explanation:ExplanationWith BGP, we must advertise the correct network and subnet mask in
the "network" command (in this case network 10.1.1.0/24 on R1 and network 10.2.2.0/24 on
R2). BGP is very strict in the routing advertisements. In other words, BGP only advertises the
network which exists exactly in the routing table. In this case, if you put the command "network
x.x.0.0 mask 255.255.0.0" or"network x.0.0.0 mask 255.0.0.0" or "network x.x.x.x mask
255.255.255.255" then BGP will not advertise anything.It is easy to establish eBGP neighborship
via the direct link. But let's see what are required when we want to establish eBGP
neighborship via their loopback interfaces. We will need two commands:+ the command
"neighbor 10.1.1.1 ebgp-multihop 2" on R1 and "neighbor 10.2.2.2 ebgpmultihop2" on R1. This
command increases the TTL value to 2 so that BGP updates can reach the BGP neighbor which
is two hops away.+ Answer 'R1 (config) #router bgp 1R1 (config-router) #neighbor 192.168.10.2
remote-as 2R1 (config-router) #network 10.1.1.0 mask 255.255.255.0R2 (config) #router bgp 2R2
(config-router) #neighbor 192.168.10.1 remote-as 1R2 (config-router) #network 10.2.2.0 mask
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255.255.255.0Quick Wireless SummaryCisco Access Points (APs) can operate in one of two
modes: autonomous or lightweight+ Autonomous: self-sufficient and standalone. Used for
small wireless networks.+ Lightweight: A Cisco lightweight AP (LAP) has to join a Wireless LAN
Controller (WLC) to function.LAP and WLC communicate with each other via a logical pair of
CAPWAP tunnels.- Control and Provisioning for Wireless Access Point (CAPWAP) is an IETF
standard for control messaging for setup, authentication and operations between APs and
WLCs. CAPWAP is similar to LWAPP except the following differences:+CAPWAP uses Datagram
Transport Layer Security (DTLS) for authentication and encryption to protect traffic between
APs and controllers. LWAPP uses AES.+ CAPWAP has a dynamic maximum transmission unit
(MTU) discovery mechanism.+ CAPWAP runs on UDP ports 5246 (control messages) and 5247
(data messages) An LAP operates in one of six different modes:+ Local mode (default mode):
measures noise floor and interference, and scans for intrusion detection (IDS) events every 180
seconds on unused channels+ FlexConnect, formerly known as Hybrid Remote Edge AP
(H-REAP), mode: allows data traffic to be switched locally and not go back to the controller. The
FlexConnect AP can perform standalone client authentication and switch VLAN traffic locally
even when it's disconnected to the WLC (Local Switched). FlexConnect AP can also tunnel (via
CAPWAP) both user wireless data and control traffic to a centralized WLC (Central Switched).+
Monitor mode: does not handle data traffic between clients and the infrastructure. It acts like a
sensor for location-based services (LBS), rogue AP detection, and IDS+ Rogue detector mode:
monitor for rogue APs. It does not handle data at all.+ Sniffer mode: run as a sniffer and
captures and forwards all the packets on a particular channel to a remote machine where you
can use protocol analysis tool (Wireshark, Airopeek, etc) to review the packets and diagnose
issues. Strictly used for troubleshooting purposes.+ Bridge mode: bridge together the WLAN
and the wired infrastructure together.Mobility Express is the ability to use an access point (AP)
as a controller instead of a real WLAN controller. But this solution is only suitable for small to
midsize, or multi-site branch locations where you might not want to invest in a dedicated WLC.
A Mobility Express WLC can support up to 100 Aps
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ExplanationBox 1: Azure Site RecoveryMicrosoft Azure Site Recovery (ASR) now supports SUSE
Linux Enterprise Server 11 SP3/SP4 and SUSE Linux Enterprise Server 12 SP1/SP2/SP3. This is
great for customers that are planning to migrate systems to Microsoft Azure or customers who
need to have a business continuity strategy for their Azure deployments.Azure Site Recovery
enables SUSE customers to migrate their non-Azure virtual machines or physical servers to
Microsoft Azure virtual machines.Box 2: SAP Hana System replicationReference:
https://www.suse.com/c/asr_supports_suse/https://www.netapp.com/us/media/tr-4746.pdf
Topic 2, Contoso Ltd Case StudyCase StudyThis is a case study. Case studies are not timed
separately. You can use as much exam time as you would like to complete each case. However,
there may be additional case studies and sections on this exam. You must manage your time to
ensure that you are able to complete all questions included on this exam in the time provided.
To answer the questions included in a case study, you will need to reference information that is
provided in the case study. Case studies might contain exhibits and other resources that
provide more information about the scenario that is described in the case study. Each question
is independent of the other questions in this case study.At the end of this case study, a review
screen will appear. This screen allows you to review your answers and to make changes before
you move to the next section of the exam. After you begin a new section, you cannot return to



this section.To start the case studyTo display the first question in this case study, click the
button. Use the buttons in the left pane to explore the content of the case study before you
answer the questions. Clicking these buttons displays information such as business
requirements, existing environment, and problem statements. If the case study has an All
Information tab, note that the information displayed is identical to the information displayed
on the subsequent tabs. When you are ready to answer a question, click the button to return to
the question.OverviewContoso, Ltd. is a manufacturing company that has 15,000 employees.
The company uses SAP for sales and manufacturing.Contoso has sales offices in New York and
London and manufacturing facilities in Boston and Seattle.Existing EnvironmentActive
DirectoryThe network contains an on-premises Active Directory domain named
ad.contoso.com. User email addresses use a domain name of contoso.com.SAP Environment
The current SAP environment contains the following components:* SAP Solution Manager* SAP
ERP Central Component (SAP ECC)* SAP Supply Chain Management (SAP SCM)* SAP
application servers that run Windows Server 2008 R2* SAP HANA database servers that run
SUSE Linux Enterprise Server 12 (SLES 12) Problem Statements Contoso identifies the following
issues in its current environment:* The SAP HANA environment lacks adequate resources.* The
Windows servers are nearing the end of support.” The datacenters are at maximum capacity.
RequirementsPlanned ChangesContoso identifies the following planned changes:* Deploy
Azure Virtual WAN.* Migrate the application servers to Windows Server 2016.* Deploy
ExpressRoute connections to all of the offices and manufacturing facilities.* Deploy SAP
landscapes to Azure for development, quality assurance, and production.All resources for the
production landscape will be in a resource group named SAPProduction.Business goals
Contoso identifies the following business goals:* Minimize costs whenever possible.* Migrate
SAP to Azure without causing downtime.* Ensure that all SAP deployments to Azure are
supported by SAP.* Ensure that all the production databases can withstand the failure of an
Azure region.” Ensure that all the production application servers can restore daily backups
from the last 21 days.Technical RequirementsContoso identifies the following technical
requirements:* Inspect all web queries.” Deploy an SAP HANA cluster to two datacenters.*
Minimize the bandwidth used for database synchronization.* Use Active Directory accounts to
administer Azure resources.” Ensure that each production application server has four 1-TB data
disks.” Ensure that an application server can be restored from a backup created during the last
five days within15 minutes.* Implement an approval process to ensure that an SAP
administrator is notified before another administrator attempts to make changes to the Azure
virtual machines that host SAP.It is estimated that during the migration, the bandwidth
required between Azure and the New York office will be 1 Gbps. After the migration, a traffic
burst of up to 3 Gbps will occur.Proposed Backup PolicyAn Azure administrator proposes the
backup policy shown in the following exhibit.Azure Resource Manager TemplateAn Azure
administrator provides you with the Azure Resource Manager template that will be used to
provision the production application servers.
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