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NEW QUESTION: 1Using a heuristic system to detect an anomaly in a computer's baseline, a
system administrator was able to detect an attack even though the company signature based
IDS and antivirus did not detect it. Further analysis revealed that the attacker had downloaded
an executable file onto the company PC from the USB port, and executed it to trigger a privilege
escalation flaw.Which of the following attacks has MOST likely occurred?A. Zero-dayB. XML
injectionC. Cookie stealingD. Directory traversalAnswer: AExplanation:The vulnerability was
unknown in that the IDS and antivirus did not detect it. This is zero day vulnerability.A zero day
vulnerability refers to a hole in software that is unknown to the vendor. This security hole is
then exploited by hackers before the vendor becomes aware and hurries to fix it-this exploit is
called a zero day attack. Uses of zero day attacks can include infiltrating malware, spyware or
allowing unwanted access to user information. The term"zero day" refers to the unknown
nature of the hole to those outside of the hackers, specifically, the developers. Once the
vulnerability becomes known, a race begins for the developer, who must protect users.

NEW QUESTION: 2A merchant acquirer has the need to store credit card numbers in a
transactional database in a high performance environment. Which of the following BEST
protects the credit card data?A. Data loss prevention systemB. Database field encryptionC. Full
disk encryptionD. File-level encryptionAnswer: BExplanation:Database encryption makes use
of cryptography functions that are built into the database software to encrypt the data stored
in the data base. This often offers granular encryption options which allows for the encryptions
of the entire database, specific database tables, or specific database fields, such as a credit
card number field.Incorrect Answers:B. File-level encryption would involve encrypting the
entire database file. This would mean that accessing any data in the database would involve
the overhead of decrypting the data.C. A data loss prevention system is a system designed to
detect a potential data breach. It is not used to encrypt data.D. Full disk encryption would
involve encrypting the entire hard disk. This would mean that accessing any data in the hard
disk would involve the overhead of decrypting the data.References:
http://docs.oracle.com/cd/B28359_01/network.111/b28530/asotrans.htm#g1011122Stewart,
James Michael, CompTIA Security+ Review Guide, Sybex, Indianapolis, 2014, pp. 252-255

NEW QUESTION: 3What is the primary drawback to using advanced encryption standard (AES)
algorithm with a 256 bit key to share sensitive data?A. It has been proven to be a weak cipher;
therefore,should not be trusted to protect sensitive data.B. To get messaging programs to
function with this algorithm requires complex configurations.C. It is a symmetric key
algorithm,meaning each recipient must receive the key through a different channel than the



message.D. Due to the key size,the time it will take to encrypt and decrypt the message hinders
efficient communication.Answer: C

NEW QUESTION: 4A mobile audio streaming service tracks the listening habits of its users via
an analytics platform. It wants to enrich that data with third-party demographics data to better
understand the users who use its platform.Which approach should an architect select to meet
the requirements?A. Share customer email and preferences with record companies and
request related demographicsB. Include a login in the application and onboard third-party
data via an onboarding partnerC. Include a login in the application, and share email and
location with demographic data scraping companyD. Share customer name and listening
habits with media company partners and request customer demographicsAnswer: C
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