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NEW QUESTION: 1The main issue with RAID Level 1 is that the one-for-one ratio is:A. very
inexpensive, resulting in the lowest cost per megabyte of data capacity.B. very expensive,
resulting in the highest cost per megabyte of data capacity.C. very unreliable resulting in a
greater risk of losing data.D. very reliable resulting in a lower risk of losing data.Answer: B
Explanation:The main issue with RAID Level 1 is that the one-for-one ratio is very
expensive-resulting in the highest cost per megabyte of data capacity.Source: KRUTZ, Ronald L.
& VINES, Russel D., The CISSP Prep Guide: Mastering theTen Domains of Computer Security,
2001, John Wiley & Sons, Page 90.RAID Level 0 - "Writes files in stripes across multiple disks
without the use of parity informaiton. This technique allows for fast reading and writing to disk.
However, without parity information, it is not possible to recover from a hard drive failure."
Source: OfficialISC2 Guide to the CISSP CBK. p. 657

NEW QUESTION: 2Tim is a network administrator of Acme inc. He is responsible for configuring
the network devices.John the new security manager reviews the configuration of the Firewall
configured by Tim and identifies an issue. This specific firewall is configured in failover mode
with another firewall. A sniffer on a PC connected to the same switch as the firewalls can
decipher the credentials, used by Tim while configuring the firewalls. Which of the following
should be used by Tim to ensure a that no one can eavesdrop on the communication?A. RSHB.
SFTPC. SCPD. SSHAnswer: DExplanation:The SSH protocol provides an encrypted terminal
session to the remote firewalls. By encrypting the data, it prevents sniffing attacks using a
protocol analyzer also called a sniffer. With more and more computers installed in networked
environments, it often becomes necessary to access hosts from a remote location. This
normally means that a user sends login and password strings for authentication purposes. As
long as these strings are transmitted as plain text, they could be intercepted and misused to
gain access to that user account without the authorized user even knowing about it. Apart from
the fact that this would open all the user's files to an attacker, the illegal account could be used
to obtain administrator or root access or to penetrate other systems. In the past, remote
connections were established with telnet, which offers no guards against eavesdropping in the
form of encryption or other security mechanisms. There are other unprotected communication
channels, like the traditional FTP protocol and some remote copying programs. The SSH suite
provides the necessary protection by encrypting the authentication strings (usually a login
name and a password) and all the other data exchanged between the hosts. With SSH, the data
flow could still be recorded by a third party, but the contents are encrypted and cannot be
reverted to plain text unless the encryption key is known. So SSH enables secure
communications over insecure networks such as the Internet.The following answers are
incorrect: SCP and SFTP The SCP protocol is a network protocol that supports file transfers.
The SCP protocol, which runs on port 22, is based on the BSD RCP protocol which is tunneled
through the Secure Shell (SSH) protocol to provide encryption and authentication. SCP might
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not even be considered a protocol itself, but merely a combination of RCP and SSH. The RCP
protocol performs the file transfer and the SSH protocol performs authentication and
encryption. SCP protects the authenticity and confidentiality of the data in transit. It hinders
the ability for packet sniffers to extract usable information from the data packets. The SCP
protocol has been superseded by the more comprehensive SFTP protocol, which is also based
on SSH.RSH RSH@ allows a user to execute commands on a remote system without having to
log in to the system. For example, RSH can be used to remotely examine the status of a number
of access servers without connecting to each communication server, executing the command,
and then disconnecting from the communication server. As described in the rlogin article, the
rsh protocol is not secure for network use, because it sends unencrypted information over the
network, among other things. Some implementations also authenticate by sending
unencrypted passwords over the network. rsh has largely been replaced by the very similar SSH
(secure shell) program on untrusted networks like the internet. As an example of RSH use, the
following executes the command mkdir testdir as user remote user on the computer remote
computer: rsh -l remote user remote computer "mkdir testdir"After the command has finished
RSH terminates. If no command is specified then rsh will log in on the remote system using
rlogin. The following reference(s) were/was used to create this question:
http://www.novell.com/documentation/suse91/suselinux-adminguide/html/ch19s02html and
http://en.wikipedia.org/wiki/Remote_Shell and http://en.wikipedia.org/wiki/Secure_copy

NEW QUESTION: 3How does a zone-based firewall implementation handle traffic between
interfaces in the same zone?A. Traffic between interfaces in the same zone is always blocked.B.
Traffic between two interfaces in the same zone is allowed by default.C. Traffic between
interfaces in the same zone is blocked unless you configure the same-security permit
command.D. Traffic between interfaces in the same zone is blocked unless you apply a service
policy to the zone pair.Answer: BExplanation:ExplanationFor interfaces that are members of
the same zone, all traffic is permitted by default.Source: Cisco Official Certification Guide,
Zones and Why We Need Pairs of Them, p.380

NEW QUESTION: 4Typical application scenarios of terminal security include desktop
management, illegal outreach and computer peripheral management.A. TrueB. FalseAnswer:
A
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