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NEW QUESTION: 1In communications between two parties, encrypting the hash functionof a
message with a symmetric key algorithm is equivalent to:A. Providing for secrecy of the
messageB. Generating a digital signatureC. Generating a one-way functionD. Generating a
keyed Message Authentication Code (MAC)Answer: DExplanation:A MAC is used to authenticate
files between users. If the senderand receiver both have the secret key, they are the only ones
that canverify the hash function. If a symmetric key algorithm is used toencrypt the one-way
hash function, then the one-way hash functionbecomes a keyed MAC.Answer "Generating a
digital signature" is incorrect because a digital signature between two parties uses an
asymmetric key algorithm. If a message is encrypted with thesender's private key, then only the
sender's public key can decrypt the message. This proves that the message was sent by the
sender since only the sender knows the private key.In practice, asymmetric key encryption is
very slow, especially forlong messages. Therefore, a one-way hash of the message isencrypted
with the sender's private key instead of encrypting thecomplete message. Then, the message
and the encrypted hash aresent to a second party. The receiver takes the encrypted hash and
decrypts it with the sender's public key. Then, the receiver takes thehash of the message, using
the same one-way hash algorithm asthe sender. The hash generated by the receiver is
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compared with thedecrypted hash sent with the message. If the two hashes are identical,the
digital signature is validated. Note that his method also willreveal if the message was changed
en route, since the hash calculatedby the receiver will, then, be different from the encrypted
hash sentalong with the message.Answer "Providing for secrecy of the message" is incorrect
since encrypting the hash of the message and sending the message in the clear does nothing to
protect the confidentiality of the message. Since the hash function is a one-way function, the
message cannot be recovered from its hash.Answer "Generating a one-way function" is
incorrect since encrypting a hash of a message is not a one-way function. If it were, it would be
of no use since no one would be able to reverse the process and decrypt it.

NEW QUESTION: 2In a traditional SAN environment, which device owns the file system?A. The
hostB. The host and the storage controllerC. The switchD. The storage controllerAnswer: B

NEW QUESTION: 3What describes how the 802.1Q protocol lactates the transmission of
multiple Layer 2 networks on a single link?A. encapsulates the packet inside an 802.1Q tunnel
B. encapsulates the frame inside an 802.1Q tunnelC. adds 802.1Q tag information between the
preamble and the destination MAC addressD. transparently directs packets based on 802.1Q
tags inside the headerE. adds 802.1Q tag information between the source MAC address and the
EtherType/Length fieldsAnswer: EExplanation:EEE 802.1Q uses an internal tagging mechanism
which inserts a 4-byte tag field in the original Ethernet frame itself between the Source Address
and Type/Length fields
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