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NEW QUESTION: 1What attack technique uses double VLAN tagging to access network devices
that might not otherwise beaccessible?A. VLAN hoppingB. DHCP spoofingC. MAC floodingD.
Rogue devicesAnswer: AExplanation:Explanation/Reference:Explanation:Double VLAN tagging
is used by a VLAN hopping attack. An attacker can create a packet with two VLANheaders on it
and send it to a switch. The switch port will strip off the first header and leave the second.The
second header will be seen as the originating VLAN, allowing the attacker access to a VLAN they
arenot connected to. This becomes a security concern because this hopping can be
accomplished withoutpassing through a router and its security access lists. For this reason,
private VLANs and VACLs shouldbe used to secure access between VLANs.DHCP spoofing is an
attack that can be used to force user traffic through an attacking device. This isaccomplished
by an attacker responding to DHCP queries from users. Eliminating the response from the
correct DHCP server would make this more effective, but if the attacker's response gets to the
client first,the client will accept it. The DHCP response from the attacker will include a different
gateway or DNSserver address. If they define a different gateway, the user traffic will be forced
to travel through a devicecontrolled by the attacker. This will allow the attacker to capture
traffic and gain company information. If theattacker changes the DNS server in the response,
they can use their own DNS server to force traffic toselected hosts to go to a device they
control. Again, this would allow the attacker to capture traffic and gaininformation.MAC
flooding is an attack technique that attempts to fill a switch's MAC address table so the attacker
cancapture flooded traffic sent from the switch. The concept of this attack is to use the CAM
table limit to theattacker's advantage. The attacker would send packets addressed from a large
number of MAC addressesto the switch. The switch adds the source MAC address to the MAC
address table. Eventually no moreMAC addresses can be added because the table is full. When
this occurs, any packets destined for a MACaddress not in the table will be flooded to all other
ports. This would allow the attacker to see the floodedtraffic and capture information. The
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switch would be essentially functioning as a hub in this case.A rogue device is a device attached
to the network that is not under the control of the organization. Thisterm is normally used to
mean a wireless device, perhaps an access point that is not operating as a part ofthe company's
infrastructure. Employees may bring their own access points and connect them to thenetwork
so they can use their computer wirelessly. This creates a security gap since the device is
probablynot secured to protect the traffic. An attacker could connect a rogue access point to a
company's networkand capture traffic from outside the company's premises.Objective:
Infrastructure SecuritySub-Objective:Configure and verify switch security featuresReferences:
Cisco > Products and Services > Switches > Cisco Catalyst 6500 Series Switches > Product
Literature >White Papers > Cisco Catalyst 6500 Series Switches > VLAN Security White Paper >
Double-Encapsulated 802.1Q/Nested VLAN Attack

NEW QUESTION: 2A. Option EB. Option BC. Option DD. Option AE. Option CAnswer: A

NEW QUESTION: 3A. Collaboration ApplicationsB. Customer CollaborationC. Unified AccessD.
Cisco TelePresenceE. Unified CommunicationsF. Unified ComputingAnswer: A,B,D,E
Explanation:Business Edition 6000 for Account Managers (BE6KAM) PEC Training Value
Proposition.

NEW QUESTION: 4Answer: Explanation:ExplanationBox 1: PublicBox 2: Azure Application
GatewayApplication Gateway supports autoscaling, SSL offloading and end to end SSL, Web
Application Firewall, cookie-based session affinity, url path-based routing, multi site hosting,
and others.Box 3: Routing rules and backend listenersA listener is required to enable the
application gateway to route traffic appropriately to the backend pool. A rule is required for the
listener to know which backend pool to use for incoming traffic.References:
https://docs.microsoft.com/en-us/azure/application-gateway/application-gateway-faq
https://docs.microsoft.com/en-us/azure/application-gateway/tutorial-create-vmss-powershell
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