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NEW QUESTION: 1Company policy requires that all unsupported operating systems be
removed from the network. The security administrator is using a combination of network based
tools to identify such systems for the purpose of disconnecting them from the network. Which
of the following tools, or outputs from the tools in use, can be used to help the security
administrator make an approximate determination of the operating system in use on the local
company network? (Select THREE).A. dig host.company.comB. Passive banner grabbingC.
NmapD. 443/tcp open httpE.
http://www.company.org/documents_private/index.php?search=string#&topic=windows&tcp
=packet%?20capture&cookie=wokdjwalkjcnie6llkasdf2aliser4F. 09:18:16.262743 IP (tos 0x0, ttl
64, id 9870, offset 0, flags [none], proto TCP (6), length 40)192.168.1.3.1051 > 10.46.3.7.80: Flags
[none], cksum 0x1800 (correct), win 512, length 0G. Password crackerAnswer: B,C,F
Explanation:Banner grabbing and operating system identification can also be defined as
fingerprinting the TCP/IP stack. Banner grabbing is the process of opening a connection and
reading the banner or response sent by the application.The output displayed in option F
includes information commonly examined to fingerprint the OS.Nmap provides features that
include host discovery, as well as service and operating system detection.Incorrect Answers:B:
A password cracker is used to recover passwords from data that have been stored in or
transmitted by a computer system.C: This answer is invalid as port 443 is used for HTTPS, not
HTTP.D: This web address link will not identify unsupported operating systems for the purpose
of disconnecting them from the network.E: The dig (domain information groper) command is a
network administration command-line tool for querying Domain Name System (DNS) name
servers.References:https://en.wikipedia.org/wiki/Dig_(command)
https://en.wikipedia.org/wiki/Password_cracking
https://en.wikipedia.org/wiki/List_of_TCP_and_UDP_port_numbers
http://luizfirmino.blogspot.co.za/2011/07/understand-banner-grabbing-using-os.html?view=cl
assicGregg, Michael, and Billy Haines, CASP CompTIA Advanced Security Practitioner Study
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Guide, John Wiley & Sons, Indianapolis, 2012, pp. 174, 175

NEW QUESTION: 2A. Option DB. Option CC. Option BD. Option AAnswer: BExplanation:
Explanation

NEW QUESTION: 3How does IBM Tivoli Storage Manager V6.2 (TSM) collectively refer to the IBM
DB2 transaction logs known as the active, archive, and failover archive logs?A. DB2 activity logs
B. DB_logC. recovery logsD. TSM DB2 logsAnswer: C

NEW QUESTION: 47| 2 EtAf SaaS 88 T2 1S ArE5t2{ nefL|C}. SaaS OHE2[Z|0[ M2 7| AIE
LHO[ M A== Amazon EC2 2|AA S HMS}| 93 6{2] APl BE S AlAlsH= HM[A HTto|
A0{oFetLICE 7|2 Kplo] 2tA 0] Ciet 2| & HMAE 2 F5h= LHF 2oF FMo| x| Aot AXS
[}2}0F5tH, 5aa5 = YAOM AFEdt= AH2 ZHE CHE W 3X7HAIE Y = SEESHA . L2 &
ol2fst ZUS 2 F &= A2 o= LA, AW5 Management ConsoleOf| A Security
Credentials H|O|X| = 0| S50 A ™| AMA S H|H 7| S HMSIUA|R.B. AZA A HMAEL(THIA
Aot 0hS7| SaaS A AH0| 9 E 211 SaaS 38 =10 Bt &Y I 5 85t= IME g
P ASLICEC. A Z2L0|= AH[HE LHO[ A IAM AFEXIE MM TL|C ALK HA S (AM AL X0l A|
FerL|C}.O| AFEXtH= SaaS OHE2|A|0| M0l Heot 21 T 5| E3H0] AFEX}0]| Ciet M2 HM|A S H[H
M-t 0|2 et Xt ZHE 5aa5 SSAM0IA MISELICD. EC2 QAR A CHeH IAM HgS PHED
Saas 38 Z= 30| HRoh XY ot ~HSI L E 5{85t= GMS IH6N, SE T2 YW AARAE
A|ZHet ] AFRE SaaS 22 XH0f| 4| ARM &2 M ZEtL|Ch. Answer: BExplanation: A 71K 7t A Q8tHX|
22 7hiH[0f| Cross-Account #ot 00| oA AlL2| 20| M= HZIS ARSI CHE AWS AIE S AHE5H0
HHIE HEE & = JASLICLSF, H2l0= CHE AWS A™0| ARSt= M 7IJUE & }SLICHO|H HZL
ARXZNM JHH 27 X0 2EAGLO| CHE AIF | ArZXIOf|A| ZHA[of CHeE WXt AIH #etE S O0{s{oFstit
7PEELICL o E S0, s A8Xt= QE N E O|EL H|O|E{0f] HM|ASHOFSH= M7 {E2[A|0|H & &=
UAGLICH & 74X Sl &] HHO| JUELICEHHZ 2R K= CHE AWS A0 2|5 M-d El JHK|of] Chek #$to
AUSLICH et B3] AR XIE XHA0| A RSHX| @52 AK|0f Cheh #ohS RS H K| 27Xt Q1 4K
D= AWS AI-O| HX B3l AR A HotE FofsioretLCt J2{H H3l ARXb= of2{et #otS 2 o
7 USLICLHZ 2RX A2 XA AE 2| AFEXH0[ A Hets /1 & o= UX[T 22 AHFE 20|
X=X toB = CHE AWS AF-of| #otE e & &~ gl&LIChIn this scenario, the bucket owner can
create an AWS Identity and Access Management (lAM) role with permission to access objects,
and grant another AWS account permission to assume the role temporarily enabling it to
access objects in the bucket.Background: Cross-Account Permissions and Using |IAM RoleslAM
roles enable several scenarios to delegate access to your resources, and cross-account access is
one of the key scenarios. In this example, the bucket owner, Account A, uses an |AM role to
temporarily delegate object access cross-account to users in another AWS account, Account C.
Each |AM role you create has two policies attached to it:A trust policy identifying another AWS
account that can assume the role.An access policy defining what permissions-for example,
s3:GetObject-are allowed when someone assumes the role. For a list of permissions you can
specify in a policy, see Specifying Permissions in a Policy.The AWS account identified in the
trust policy then grants its user permission to assume the role. The user can then do the
following to access objects:Assume the role and, in response, get temporary security
credentials.Using the temporary security credentials, access the objects in the bucket.For more
information about lAM roles, go to Roles (Delegation and Federation) in |AM User Guide.The
following is a summary of the walkthrough steps:Account A administrator user attaches a
bucket policy granting Account B conditional permission to upload objects.Account A
administrator creates an |AM role, establishing trust with Account C, so users in that account
can access Account A.The access policy attached to the ro le limits what user in Account C can
do when the user accesses Account A.Account B administrator uploads an object to the bucket
owned by Account A, granting full -control permission to the bucket owner.Account C
administrator creates a user and attaches a user policy that allows the user to assume the role.
User in Account C first assumes the role, which returns the user temporary security credentials.
Using those temporary credentials, the user then accesses objects in the bucket.For this
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example, you need three accounts. The following table shows how we refer to these accounts
and the administrator users in these accounts. Per I[AM guidelines (see About Using an
Administrator User to Create Resources and Grant Permissions) we do not use the account root
credentials in this walkthrough. Instead, you create an administrator user in each account and
use those credentials in creating resources and granting them permissions
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